ICT risk (info provided to CA when requested). PSP , RISK MANAGEMENT SYSTEM OF A FINANCIAL ENTITY (FE)

Strategies, policies, procedures, ICT protocols & tools (protection).

Securing data.

Governance arrangements (roles & responsibilities, Ultimate responsibility falls on ICT RISK MANAG EM E NT
communication). i< the management body. i< :
Digital operational resilience strategy and risk tolerance level. FRAM EWORK the review submitted to competent authority (CA) upon request.
ICT business continuity policy and ICT response & recovery plans. : : : H
ICT internal audit plans & audits.
Allocating appropriate budget.
Arrangement of using ICT TPPs.
Reporting channels at corporate level.

Well documented & reviewed at least once a year or upon changes - report o

RIS |

ICT risk management & oversight shall be assigned to a control function (2nd line), which
shall be separate from ICT risk management functions (1st line) and internal audit (3rd
line). Also - crisis management & communication functions.

Subject to internal audit (regularity decided by the FE) & formal follow-up
process.

Trainings for members of the management. et see et e e oo es s e s e s s e e ettt s s e e ettt :
INCIDENT MANAGEMENT, CLASSIFICATION DIGITAL OPERATIONAL RESILIENCE TESTING
ICT THIRD-PARTY RISK (CH
ICT RISK MANAGEMENT (CH 2) AND REPORTING (CH 3) PROGRAMME (CH 4) C SK (CH 5)
TLPTS
l | [ |
DIGITAL OPERATIONAL IDENTIFICATION, CLASSIFICATION PROTECTION & PREVENTION DETECTION OF ANOMALOUS
% o L _REEILIENCE STRATEGY AND DOCUMENTATION RTS . ACTIVITIES
Show key- ICT MULTI-VENDOR | — . l
dependencies on < | STRATEGY || e—— T e o : ‘ L e s
ICTTPPs | (optional) | AULICT supported business functions (BF). Classification -_rewewed at ICT SYSTEMS, PROTOCOLS AND SECURITY MEASURES (policies, ICT-related incident policy.
.................................... ; Roles & responsibilities. mle_ait_yea;ly; ';Wef:Otfyd TOOLS protocols, procedures) Mechanisms to promptly detect
All information & ICT assets (Assets) supporting BF. aintained and updated. : anomalous activities - regularly tested.
Sets out how the framework shall be implemented. : Roles & dependencies of Assets in relation to ICT risk. Mechanisms shall enable multiple levels

of control, define alert thresholds and
criteria, trigger response process.

Establishes risk tolerance level.
Sets information security objectives (incl. KPIs).

Ensuring that they are maintained, updated, }\ Information security policy - to protect data and

Explains ICT reference architecture. AL ICT risks. Risks scenarios impacting them appropriate, reliable, sufficient to process the data Assets. Sufficient resources for monitoring shall
Outlines detection mechanisms. P Cyber threats & vulnerabilities to BF and Assets. ~reviewed at least yearly necessary for performance, technologically Sound network & infrastructure management be devoted, clear roles & responsibilities.
Explains current digital operational resilience situation. e l ................... resilient. structure.
Implements digital operational resilience testing. Policies for network security.

Policy on encryption and cryptographic controls,
provisions on cryptographic key management.
Policy & procedures on the management of ICT

operations & ICT assets.

Perform risk assessment upon each major change

ICT solutions and processes used by FE shall
secure and maintain high standards of availability,
""""""""""""""""""""""""""""" authenticity, integrity, and confidentiality of data,

Inventory maintained and whether at rest, in use or in transit.
updated.

Outlines communication strategy.

Identify all Assets and map those that FE considers critical
(incl. their interdependencies). Policies that limit physical or logical access.
Identify and document all processes that are dependent on ICT : Policies & protocols for strong authentication
third-party service providers. mechanisms.
’ : Policies, procedures & controls for ICT project &
change management.

: ®  Conducta specific ICT risk assessment on all legacy ICT Policies & procedures for vulnerabilities, patches & :*
systems — at least yearly. updates. : All policies shall be formally
L eeimrecsimimssa it sasE s aeasR AR AR R AR e ee R e eesRas s nm e et s anmnaees : Capacity and performance management approved by;:z;nanagemem
procedures. ’
\ | \ \
RESPONSE AND RECOVERY BACKUP, RESTORATION & LEARNING & EVOLVING COMMUNICATION
RECOVERY
TS ‘ ‘
Business ‘ ‘ ................................................................................... . ‘ ‘
(PART OF) OVERALL BUSINESS : Impact BACK-UP POLICIES AND RESTORATION AND RECOVERY Adequate capabilities and staff to gather info & CRISIS COMMUNICATION COMMUNICATION POLICIES
: Analysi: : e . :
: nalysis PROCEDURES PROCEDURES & METHODS analyse vulnerabilities, threats, incidents, etc. i PLANS FOR INTERNAL STAFF AND
CONTINUITY POLICY i . T, Post-incident reviews (can be part of ICT business .
,% _] Subject to testing Subject to testing continuity policy) should assess promptness in Subject to testing : EXTERNAL STAKEHOLDERS
ICT BUSINESS CONTINUITY ICT BUSINESS CONTINUITY I periodically. periodically. responding, quality and speed of forensic analysis,
POLICY PLANS @ : - effectiveness of incident escalation &
Subject to testing at : : : communication.
: least yearly. Backup systems are needed. : . .
P SOOI i If FE restores backup data with its own systems, they should be physically and Changes 'mpl_enleztfdce‘;ter reviews Shtallbe
Arrangements, plans, procedures & mechanisms to logically segregated from the source ICT system. communicated to X upon requ_es : X
: o . R ) ICT RESPONSE AND RECOVERY : X . All lessons learnt shall be incorporated into ICT risk
:  ensure continuity of critical or important functions; L] Systems shall be secured from unauthorised access or ICT corruption.
: o K R R : PLANS oo, . : : management framework — should be reported by the
: respond to incidents; activate containment : : : : Adequate resources should be allocated. : :
: . . : Subject to internal : : : senior ICT staff to the management body at least
¢ measures; estimate impacts, damages & losses; set : audit. : ke e R E R 8EEEAER R R R R R R R R R R R R Enn : yearly.
i out icati dcrisi tactions. : : ' -
outcommunication and crisis management actions : : . ) : Monitoring of Digital operational resilience strategy
To be reviewed regularl : : SUlez(;;::Sr&ng " implementation, evolution of ICT risks overtime, ICT-
v : related incidents, level of FE’s exposure, etc.

Awareness programs & trainings — ICT TPPs shall be

included where relevant.

R ds of activiti hall b ilable wh - .
ecords of activities shal be avaliable when Monitoring of relevant technological developments.
plans are activated. :

Greta Ranonyté
Head of the Association

A ted costs & d b :
i ggregated costs & losses caused by major : HUB LL

ICT-related incidents shall be reported to CA
after their request - final RTS by July’24



https://eba.europa.eu/sites/default/files/2024-01/bf5a2976-1a48-44f3-b5a7-56acd23ba55c/JC%202023%2086%20-%20Final%20report%20on%20draft%20RTS%20on%20ICT%20Risk%20Management%20Framework%20and%20on%20simplified%20ICT%20Risk%20Management%20Framework.pdf
https://eba.europa.eu/sites/default/files/2024-01/bf5a2976-1a48-44f3-b5a7-56acd23ba55c/JC%202023%2086%20-%20Final%20report%20on%20draft%20RTS%20on%20ICT%20Risk%20Management%20Framework%20and%20on%20simplified%20ICT%20Risk%20Management%20Framework.pdf
https://eba.europa.eu/sites/default/files/2024-01/bf5a2976-1a48-44f3-b5a7-56acd23ba55c/JC%202023%2086%20-%20Final%20report%20on%20draft%20RTS%20on%20ICT%20Risk%20Management%20Framework%20and%20on%20simplified%20ICT%20Risk%20Management%20Framework.pdf
https://www.eba.europa.eu/sites/default/files/2024-01/bf5a2976-1a48-44f3-b5a7-56acd23ba55c/JC%202023%2086%20-%20Final%20report%20on%20draft%20RTS%20on%20ICT%20Risk%20Management%20Framework%20and%20on%20simplified%20ICT%20Risk%20Management%20Framework.pdf

ICT RISK MANAGEMENT
FRAMEWORK

INCIDENT MANAGEMENT, CLASSIFICATION
ICT RISK MANAGEMENT (CH 2)

AND REPORTING (CH 3)
TLPTS
INCIDENT MANAGEMENT (S CLASSIFICATION OF ICT RELATED
PROCESS _l INCIDENTS & CYBER THREATS
RTS
s E e . [ ~ | Reviewed at least
Detection, management & notification of ICT related Criteria for incidents: no. of clients, counterparties & : NEN yearly.
 incidents. transactions affected; duration of incident; geographical Multi—vend{)r strategy shall be POLICY ON ICT SERVICES SUPPORTING
N Al ICT ;elated |r;c1denfts shall L-)e recort-jted-. spread; data losses; crltllca‘llty of ferwces affected; taken into account. CRITICAL OR IMPORTANT FUNCTIONS
ppropriate procedures for ongoing monitoring. economic impact. :
Process shall putin place warning indicators; establish i (CIF) PROVIDED BY ICTTPPS
procedure to identify, track, log, categorise & classify ICT- RTS

related incidents; assign roles & responsibilities; set out

plans for communication; ensure that major ICT-related
incidents are reported; establish ICT-related incident Overall risk profile & complexity.
: response procedures. Group application.
Main phases of the life cycle.
Ex-ante risk assessment.
RTS -Jul24 Due diligence of ICT TPPs.
REPORTING Conflict of interests.
Contractual clauses.
| Monitoring of contractual arrangements.
O [ | ‘ Exit and termination of contractual arrangements.
B H
MAJOR ICT-RELATED INCIDENTS SIGNIFICANT CYBER THREATS
............................................................................................. : gresssss s sy Annual reporting
FE shall produce initial report, intermediate report(s) and Reporting to CA on a voluntary basis - final RTS by July’24. to CA and before
final reportin the set time limit while using dedicated : FE shallinform clients that are potentially affected. ) )
templates & submit them to CA - final RTS & templates by { Reporting obligations might be outsourced to ICT TPP. FE entering regarding
July’24. remains fully responsible. CIF.
FE shall inform clients that were affected. :

Reporting obligations might be outsourced to ICT TPP. FE I I
remains fully responsible. (\

final euidelines in Julv’ FE al ins full ible f li ith DORA.
Annual costs & losses - final guidelines in July’24 : always remains Tufly responsible for compliance wi REGISTER OF INFORMATION ON ALL
Rights and obligations shall be clearly documented.

Management of ICT third-party risk shall be implemented CONTRACTUAL ARRANGEMENTS

considering dependencies and risks. 1TS
Proper documentation and distinction between contracts that cover

ICT services supporting critical or important functions and those
that do not. Entity, sub-consolidated & consolidated levels.
Risks identified in respect to contractual arrangements shall be Shall be made available to CA upon request.
regularly reviewed by the management body. Templates & instructions are available in the ITS.
FEs shall inform CA about planned contractual arrangements Reviewed regularly, information shall be kept at
supporting critical or important functions. least 5 years after termination of the contract.

Requirements for assessment, incl. cases of subcontracting. For
subcontracting - RTS Jul’24.

RTS —Jul24 Requirements for contracts & ICT TPPs.

ICT TPPs are subject to audits (internal & external) & inspections.

Circumstances for the termination of the contract.

Assessments, tests, methodologies, practices & tools. Exit strategies & plans for ICT services supporting CIF.

Risk-based approach.

Tests shall be taken by independent parties, whether internal or external.
Procedures & policies to remedy issues as well as internal validation
methodologies to make sure that all issues are fully addressed.

Tests on all ICT systems and applications supporting critical or important
functions shall be conducted at least yearly.

Execution of appropriate tests shall be ensured: vulnerability assessments and

Based on LT CA's decision, applicable to:
Credit institutions identified as Global Systemically Important Institutions (G- Appropriate contingency measures.
Slls) or Other Systemically Important Institutions (O-SlIs).

Payment institutions that have exceeded a total value of payment transactions
of EUR 120 billion in each of the previous two financial years.
Electronic money institutions which have exceeded in each of the two
preceding financial years EUR 120 billion in total value of payment transactions

Greta Ranonyté

scans, open-source analyses, network security assessments, gap analyses, or EUR 40 bllllon"n total amount OT electronl'c money 'outjstandmg. Head of the Association
! : A ) : ) . Insurance and reinsurance institutions meeting the criteria set out.
physical security reviews, questionnaires and scanning software solutions, Other fi al ot participant tral ities d itori tral FINTECH L.F[
source code reviews where feasible, scenario-based tests, compatibility erfinancial market participants: central securities depositories, centra HUB | = _]

testing, performance testing, end-to-end testing, and penetration testing. counterparties, and electronic trading venues.



https://eba.europa.eu/sites/default/files/2024-01/4f2654f4-3152-48b6-af01-431215400f9f/JC%202023%2083%20-%20Final%20Report%20on%20draft%20RTS%20on%20classification%20of%20major%20incidents%20and%20significant%20cyber%20threats.pdf
https://eba.europa.eu/sites/default/files/2024-01/88355b09-d6e6-4d39-a3e6-c710549cc717/JC%202023%2084%20-%20Final%20report%20on%20draft%20RTS%20to%20specify%20the%20policy%20on%20ICT%20services%20supporting%20critical%20or%20important%20functions.pdf
https://eba.europa.eu/sites/default/files/2024-01/30b47816-8d6d-432f-8dbd-b900c4306cf4/JC%202023%2085%20-%20Final%20report%20on%20draft%20ITS%20on%20Register%20of%20Information%20%281%29.pdf

